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AiroPeek NX " Quick Tour

Note:

Welcome to AiroPeek NX, the real-time Expert network analyzer for 802.11 WLANS
from WildPackets. AiroPeek NX combines AiroPeek's advanced set of troubleshooting
and monitoring features with Expert problem detection heuristics and diagnostic
capabilities. This Quick Tour will help you become familiar with some key program
features.

AiroPeek NX works by capturing traffic from one or more wireless adapters, providing
the tools to filter, analyze and interpret traffic patterns, data packet contents, statistics,
and protocol types.

AiroPeek NX now supports distributed WLAN analysis with the separately purchased
RFGrabber Probe. Please refer to the user manual and online help to find out how to
extend monitoring and analysis capabilities to remote sections of your wirel ess network.

AiroPeek NX workswith all the latest revisionsto the IEEE 802.11 WLAN standard, and
automatically presents the correct options for 802.11a, b, or g. Any part of the
documentation or program that refers to 802.11 without further qualification applies
equally to networks of any of these standards.

Getting Started

When the Monitor Statistics item under the Statistics menu is enabled (asit is by
default) and a supported adapter is chosen, AiroPeek NX calculates Monitor statistics
based on all the traffic it sees on that adapter.

Monitoring the network

To begin collecting Monitor statistics, follow these steps:

1.
2.

Launch the program by choosing WildPackets AiroPeek NX from the Start menu.

Choose any supported 802.11 WLAN adapter from thelist displayed in the Adapter view
of the Monitor Options dialog. If you do not have awireless adapter, you can choose
New File Adapter and open any AiroPeek (*.apc) packet file, such asthose in the Samples
directory in the main program directory. AiroPeek NX will cycle through the packetsin
the chosen file, allowing you to simulate most aspects of “live” functionality.

To focus on a particular part of the radio spectrum, click the 802.11 tab to open the
802.11 view of the Monitor Options dialog.

Using the radio button in the 802.11 view of the Monitor Options dialog, you can tell the
current adapter to Select channel by the specified channel Number, or by searching for a
channel associated with the specified BSSID or ESSID. Alternatively, you can tell the
program to Scan arange of channels according to the parameters set in the Channel
Scanning Options dialog, which is opened by clicking the Edit Scanning Options
button. Use the radio button to choose one of these options.

You can also use the 802.11 view of the Monitor Options diaog to handle the automatic
decryption of WEP encrypted packets on your network, by supplying AiroPeek NX with
avalid WEP key set. For more on WEP, please see “WEP and AiroPeek NX” on page 3.

Under the Monitor menu, make sure the Monitor Statistics item has a check mark beside
it, showing that it is enabled. If it does not, click the item to enable it.
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6.

Feature # 1:

Select from the Monitor menu to view statistics windows for Nodes, Protocols, Size (of
packet), Summary, History, or Channel.

AiroPeek NX will continue to collect Monitor statistics from the selected adapter until
you quit the program or choose Reset Statistics from the Monitor menu.

CAPTURING PACKETS FROM MULTIPLE ADAPTERS
Sampling network traffic in detail

To capture packetsin AiroPeek NX, you create a Capture window, set its parameters, and
click the Start Capture button. It's as simple as that.

Capture Options E]@

General | pdapter | 802,11 | Trigaers | Filkers || Statistics Qutput

Capture title: | Capture 3 - Captu re window title

Continuous capture
Buffer options

(%) Discard all packets when wrapping BUffer Wra'p

() Discard oldest packets First (Use ring buffer) Optlons

[ Save ta disk T Continuous capture

Eile path: options

CiiDocuments and SettingsiMarkiMy Documents' E] Save to disk
i 1000 % | megabytes Optlons

|:| Keep mosk recent files
[ imit each packet to biytes -«——— packet slicing options
EBuffer size: | 16384 kilobytes - Capture buffer size
Show this dialog when creating a new capture windaw <« “Show this dlalog I

[ OF ] [ Cancel ] [ Help ]

To create a new Capture window:

1.

2.

Note:

Choose New... from the File menu to open the Capture Options diaog.

The Capture Options dialog presentsfive views, allowing you to define acompl ete set of
options for each Capture window. At a minimum, for each new Capture window, you
must set, or accept the default values for:

= thecapture buffer (in the General view),

= theadapter from which to capture (in the Adapter view), and

= thechannel selection (inthe 802.11 view).
The 802.11 view isidentical in either the Monitor Options or the Capture Options
dialog. Changes made in the 802.11 view of either dialog take effect immediately for all

uses of a particular adapter, whether it is selected for use by Monitor statistics, Capture
window(s), or both.

When you have set the capture options, click OK to open the new Capture window.




Feature # 2:

Start Capture button

Window Title — [EeTS IR (=13

: Packets received: 0| Memory usage: 0% _
Preress section Packets filtered: | [i]| Filter state:| += | Accept al packets SERCEm
- |[EE b 2T w2 2
Packet Source Destination BSSID Data Rate

There are no tems ta showe in this view.

View section

. _1L < | >
View Tabs > \Packets ;{‘Nodes }\Protocols }\Summary }\Graphs }\Ehannels }\Signal ;’\Log ;’\Expert }\Peer Map ;’\Filters l.-'r
Status bar — |ide 2] File Adapter: C:iDemo.apc Packets: 0 Duration: 0:00:00

Capture status  Current Adapter Channel Packets Duration

Click Start Capture. You will see packets from your selected adapter processed and
displayed in the new Capture window.

“' Capture 3 =]
Packets received: 47 || Memory usage: 02 ||
Packets filtered: | 47 || Filter state: | #+= | Accept all packets
SMEEEIEER I e
Packet Source D estination BSSID Data Rate Cl S
1:00:40:F8:8E:20:1F Eroadcast 00:a0: 1.0
Z2:00:A0:F8:8E:20:1F Eroadcast 00:a0: 1.0
3 00:A0:F8:8E:20:1F Eroadcast 00:A0: 1.0 —
| 4 00:40: | Broadcast | 00:AD: 0: | 1.0
5 00:AD:FS:8E8: 20:1F Broadcast 00:A0: F&:8E: 20; 1F 1.0
6 00:A0:F8:8E:20:1F Eroadcast 00:A0:FG5:8E: 20:1F 1.0
7i00:AD:F8:8E:20:1F Eroadcast 00:A0:F5:8E:20:1F 1.0
S 00:A0:F8:8E:20:1F Eroadcast 00:A0:F5:8E:20:1F 1.0
9 00:AD0:F8:8B:20:1F Broadcast O0:A0:F3:8E:20:1F 1.0
10 00:AD:F5:8E:20:1F Eroadcast 00:A0:FG5:8E: 20:1F 1.0
11l 00:AD:F5:8E:20:1F Eroadcast 00:A0:F5:8E:20:1F 1.0
12 00:AD:F5:9E:B9: AL Eroadcast 00:A0:F5:8E: 20:1F 11.0 b
< | >
\ Packets I.-{\ Modes l}\ Protocolz '}\ Summary l}\ Graphs l}\ Channelz l}\ Signal l}\ Log l}\ Expert I}\ Peer Map I}\ Filkers .-"r
Idie & File Adapter: C:\Demo.apc Packets: 47 Duration: 0:00:01

To add to or change the mix of columns, click in the column headings to open the Packet
List Options dialog. To change column order, use drag and drop.

To open another Capture window, choose New ... from the File menu again. You can open
multiple Capture windows, each with its own buffer options, adapter, trigger settings, and
options for filters and statistics output.

WEP AND AIROPEEK NX
Configuring AiroPeek NX for wired equivalent privacy (WEP)

When provided with the appropriate key sets, AiroPeek NX can decrypt WEP (Wired
Equivalent Privacy) encrypted traffic on your network on-the-fly, just like any other
authorized user.

AiroPeek NX can store multiple sets of shared keys, each with its own short name. This
prevents errors in entering long key strings when switching from one set to another.
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Important!

In order to see conversations displayed in the Expert view (Feature #3) and Peer Map
view (Feature #4), traffic must be unencrypted.

WEP Key Sets RIx

Ok

Cancel

Help

Inzert...
Edit...

Duplicate

Delete

Example: Enabling an existing WEP key set

To enable AiroPeek NX to decode higher level protocols on networks where WEP isin use,

1. Select the adapter whose traffic you wish to decrypt in the Adapter view of either the
Capture Options or the Monitor Options dialog.

2. Choosethe 802.11 tab to bring up the 802.11 view.

3. Inthe Encryption section of the 802.11 view, use the drop-down list |abeled WEP key set
to choose the key set to use for this session of AiroPeek NX from thelist of available key
sets. To use akey set, highlight itsnamein thislist and click the Apply button to apply the
new key set without closing the 802.11 view or click OK to enable the new key set and
close the Capture Options or the Monitor Options dialog.

Example: Creating a new WEP key set

To create anew WEP key set,

1. Openthe 802.11 view of the Capture Options or the Monitor Options dialog.

2. Click the Edit Key Sets... button to open the WEP Key Sets window.

3. Click the Insert button in the WEP Key Sets window to open the Edit WEP Key Set
dialog.

4. Enter the Name for thiskey set. This name will appear in the WEP Key Sets window and
in the drop-down list in the Encryption section of the 802.11 view of the Options dialog,
where you can enable each key set by name.

5. Choose aKey Length from the drop-down list. You can choose keys of 64-bit, 128-bit,
152-bit, or User defined length.

6. Enter the keysin hexadecimal notation (0-9, A-F) in the numbered text entry boxesin the
section labeled Key Set. Because WEP itself adds 24 bits to each key, the user-entered
portion is 24 bits less than the total key length. Each hexadecimal digit represents 4 bits.

7. When you have entered all the keys, click OK to create the new key set or click Cancel to

close the Edit WEP Key Set window and return to the WEP Key Sets window without
making any changes.




Feature # 3:

Edit WEP Key Set 3

Mame:
wed ML

Key length:
&d-bit Shared Key w

Key Seb
10 hesx digits (0-9,4-F)

Keyl: sessssssss
Key 2: sssssasass
Key 3:

Key 4:

QK H Cancel ][ Help

EXPERT VIEW AND EXPERT PROBLEMFINDER
Expert analysis of peer-to-peer communications

The Expert view provides expert analysis of network delay, throughput, and awide
variety of network problems in a conversation-centered view of traffic in a Capture
window or Packet File window.

The Expert ProblemFinder's 113 separate network event diagnoses, including 27
exclusive to wireless networks, check for anomalies and sub-optimal performance at all
layers of the network. The Expert ProblemFinder not only helpsidentify problems, but

a so hel ps you understand the meaning, the typical causes, and the typical solutionsto the
problemsit uncovers. Detailed information is only aclick away.

Using the Expert view

To see the Expert view in action:

1.
2.
3.

10.

Open a new Capture window and capture a sample of packets.
Click the Expert tab to open the Expert view.

Watch the Problems column for a conversation with some number of problems.
Alternatively, you can watch the LED lights at the far |eft of the Conversations pane. The
colors of the LEDs indicate the presence and severity of problems within a particular
conversation.

Stop capture when you have a sample containing identified problems.

Scroll in the Conversations pane (the upper pane) of the Expert view and select a
conversation or flow with one or more problems.

Expand the view of that flow by clicking on the + (plus) sign at the left margin.

Expand the descriptions of the individual problems encountered, by clicking on the
+ (plus) sign at the left margin.

Select an individual problem event.

Right-click on the problem event and choose ProblemFinder Setting from the context
menu to open the Expert ProblemFinder Settings dialog with this particular class of
event highlighted.

Noticethat the Expert ProblemFinder Settings dialog tellsyou not only what sensitivity
or setting value was used to flag this event as a problem, but it also provides a more
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complete Description of the problem event and identifies Possible Causes and Possible
Remedies.

11. Closethe Expert ProblemFinder Settings dialog, but do not close the Expert view.

ProblemFinder Settings
Start/Stop Analysis Express Select
' Capture 4
_> Packets received: 2054 Nemory usage: | 2% I _
Header Packets filtered: 2058 Fiter stafp: | #= jfoept ol packels Stop Capture
I [ ;:} B 53 E' (UsingMyExpertProfile.exp)
Het Hode 1 (Client) Het Hode 2 Problems Data Rate Signal Packets Bytes Duratio ~
= 192168.0.11 192216124 .4 18 26 123785
+ T':F‘."F‘Drt 1098=-=http 8 & 47,045 00.00.12 5
. £ TCPFDH1DQQ<7>M;J 1 11 1% 53 18,601 00001217
Conve rsatlons &= TCP/Port 1109=-=hitp 11 % 29 42,579 00:00.:01 8¢
pane £ gTCPFnrt 1110=-=http ) 11 BE% 30 15,560 00000 5
*192155011 18216805 b BS 6,394
=== 192168.01 192168.0.255 4 432
@ UDPiefs--=Port 520 1 1% 4 432 00013070
£ 192168.0.11 1922161241 1 16 1,536
- =2 182168.0.11 182 216124 45 T 102 28412 ¥
i >
Tabs —>__ Problem Summary Problem Log Mode Detals
Het Hode 1 Het Hode 2 A Delay| Hode 1->2 Throughput Ho|
Supplemental Mame 192168011 192216124 4 Best 109375 me 23,752 bps
Area Netwark Sddress 192166011 192216124 4 Wiarst 156.250 ms 6,736 hps
H Packets Sent 40 44 Average M9.565 me 7515 hps
(NOde Detalls Biytes Sent 11,786 35,259 Samples 23 packet pair 40 packets
pan e) . ) 2 |= >
Packets , Nodes }, Protocols }y Summary ), Graphs  Channels J, Signal }, Log ), Expert [ Peer Map J, Fiers
Capturing @ File Adapter: C:\Demo.apc Packets: 2,054 Duration: 0:01:56

The Expert view makes it easy to get to the source of trouble. When the Expert view
diagnoses a problem, you have a variety of ways to get to the packets involved. You can
select all the packetsin a conversation or an individual packet or group of packetswith a
particular problem. Where adiagnosisis based on a change or an unexpected response,
you can select the pair of packets that allowed the diagnosis.

To review all the packets in a conversation diagnosed with one or more problems:

1.

In the Conversations pane (the upper pane) of the Expert view, select a conversation with
one or more problems.

Click the Express Select button in the Expert view header section.
In the Selection Results dialog which appears, choose Hide Unselected, and click OK.

In the resulting Packets view, scroll to the Expert column. Notice that individual packets
have entries here, provided by the Expert Analysis function.

You can scroll through the Expert column entries to choose a packet to open (by double-
clicking on its entry in the Packets view), or

To see the pair(s) of packets associated with a problem diagnosis:

1.

In the supplemental information panes area at the bottom of the Expert view, click the
Problem Log tab to open the Problem Log.

Click inthe header of the Event column to sort by that column. You can sort the Problem
Log by any of its columns. The Event column of the Problem Log shows the same
information asis provided in the Expert column of the Packets view.

Each log entry isa single packet. Select one or more log entries containing a reference to
a second packet, such as (see packet 503). Problems related to transmission retries,
response times, rate changes, and so forth may reference a second packet.

Right-click on the entry or entries and choose Select Related Packets > Selected
Entries + “See” or “From Pkt” from the context menu.




Feature # 4:

5. Fromthe Selection Results dialog which appears, you have a number of options for

displaying decodes of the packets selected.

Expert ProblemFinder

Restore All Defaults

Restore Default

Invert Selections
Disable All
Enable All

Load Expert Settings
Save Expert Settings
Lock-in “MyExpertProfile.exp” for New Captures

\ cxpert Probiemlinder Settings {using MyExpertProfile.exp)
0 &5 = E%

- = Setting
Enahle |Layer |Event |Severrty | e
v PhyS!caI Wireless CI!ent - Using A.P Address M.ajor 5 ﬂ packets
¥ Physical ‘Wireless Client - Weak Signal hdinar =
Maximum ¥ Physical ‘Wireless Data Rate Change Infarmational i Samﬁ
: ; 15 i seconds
. ¥ Physical ‘Wireless Data Sent but not hdajor x
Conversations . s .
—_— ¥ Physical it zaLthenticatic Major
I gical Wireless Reassociation Denied inar
¥ Physical ame Send & Receive Address  Minor
¥ Physical Wireless Source A u goicast hdajor
¥ Physical Wireless Source Address iz Mutticast i Maximum Conversations - 16,000
¥ Physical ‘Wireless Too Many Retries hdajor J
¥ Physical ‘Wireless Transmission Retry hdinar “

5,000 (Maeximurm) Problems Logged
Wireless Deauthentication Attack

There are a large number of Deauthentication frames from a client spoofing an Access Point.
These frames are usually sent to the all stations broadcast address causing all stations
azzociated with that Access Poirt to Disazsociate.

There is a rogue client sending Deauthentication frames.

Track dowen the offender by homing in on its physical location using the signal strencth indicated
on each frame.

Mote: Settings that are saved take effect next time you hide [

packets, read a file, or immediately if you are capturing. 0K ] [ Cancel

The Expert ProblemFinder Settings window shows the Description, Possible Causes,
and Possible Remedies for each problem it can diagnose. The window also contains a
dlider bar for setting the Maximum Conversations. This sets an upper limit on the system
resources which can be used by the Expert Analysis functions.

PEER MAP
Visualizing traffic patterns

The Peer Map view is apowerful tool for visualizing network traffic in a Packet File
window or Capture window. The Peer Map uses line weight and line color to show the
volume and protocol of traffic between nodes. The nodes themselves can be color-coded
for protocol and size-coded for traffic volume and can show icons for node type, based on
Name Table entries.

The Peer Map displays only the packets visible in the Packets view. Hiding and unhiding
packets in the Packets view can be used to alter the Peer Map. In addition, the Peer Map
view contains its own tools to control the display of nodes and types of network traffic.
Thislets you quickly create a picture of al the traffic in a particular protocol, for
example, or al the nodes sending or receiving multicast traffic.

The Peer Map displays the nodes around an elongated ellipse. Communications are
shown by aline connecting each two peers. The color of the line denotes the protocol, its
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thickness the volume of traffic. When you drag nodes to new positions, the lines rubber-
band.

| Packets received: 3.268| Memory usage: | 11 N
| Packets fittered: | 9269  Fiter state:| += |Accept ol packets
Display Options £
00:00:C5 53 BAAD 000656 5F E5-4F Map Type: | Physical Map B
O0:S0E4FAIST 49 00:01:02:76:00: 44 Node Vls\l::\r\rly Crlie’r;a
DOSEEETAESOT Max Nodes:  (2) absolute () Percent
Q00393 IETESD =cheolie, EuRercent
ATalk Ph2 Broadcast Broadcast w v-
00.00:C5 53 C7-66 00:02:83 6E B7-D6 Tratic Type: | Al o
00:06:58:6208:AF 00:06:58:37:C4:DF T 1
00:ABCE 1508 B 00:50.00:08.7D:43 rder |Hanest l
050007641404 o8 X By 0000591 5:11:0D Statistic: Total Packets v
00:05:0207:28 89 i '. 00:00:CS:53:CF1E — T 1l
000A:2TB1:COEE o ////// 00:05:02:DE CE: 25 Flow Direction:: | Sent |
00:04:27:97 F3 38 f ] ¢ 2 o / 05:00:11:12:50:98 Mode Counts Summary
00anEs4AneEas 44 / // P // 00:30:65: 740G CE Showing &l Physical nodes with the
00:10:83:34: 2264 i 00:05:02:36: 90:6F highiest total pacusts:sent
002009 24:16:49 f [ /l /// 00,0393 4C:81:54 Visible: B3
0000 45:41:44:00 / 003065 46:E5:C0 User Hisden: 0
(00400 9640 06:08 % <. _-.{ Aol __‘_! 08:00:20:63-50:591 Invisible: 0
UR30ES0IFIET e 00:40:96:40.0415 Totat 59
00:30:65:1 4:9E:47 B 77 —= O0:D0BE:F 45762
00:30:65:1 0:65:64 B 00:00:C5:53.84:C0 Protocols ES
D0:60.08:14:95F8 004005 DE:59:89 =3}
00:03:83:09. C2:66 00:05:02Z68:17:F4 202, Gitral =
00:10:83:1C:D0:6E ’ i 00:05:02:5C: 24:2D cknowledgment
00:40:96:49.75:93 00 ADFEI2:6510 SO, 2 G
0:06:58:4F: 34:67 O0:3065:C1:86:64 =
08:00:48:0C: A8 98 00:04:54:97:BE11 User Hidden Hodes (0) 2
00:BO:DO:B1:15:2C 05:00:20:83:14:8C
00:0A:27:AC:56:AB 00:BODOCE40: 70
O0:00:C5:53C7.68 00:06:58: 50 F 044
00:00:C5:53:C7:20 O0:00:C5:53C7.55
MeastATkZones: 00:00:68 Invisible Nodes (0) E3
001 0:B5:6E:46:8C MeastA TkZones: 00 00:F1
00:B0:00:23:C8:68 08:00:11:13:08:.08
OD00:CS539AEC 00:30:65:1 4:0CES
O0:00CS:5384 A4
Packets j Modes J, Pratocols , Summary A Graphs i Channels } Signal ; Log A Expert ) Peer tdap £ Fiters 7
Capturing L@ File Adapter: C:\Program Files\wildPackets\samplesinice_peermap, apc Packets: 9,268 Duration: 0:06:45

To use the Peer Map:

1. Open aCapture window and capture some traffic.
2. Stop capture.

3. Click the Peer Map tab to open the Peer Map view.
4

In the Display Options section at the right of the Peer Map view, choose IP Map or
Physical Map from the Map Type drop-down list.

5. If you selected IP Map, then only nodes engaged in I P traffic are displayed. If you have
used a WEP key to unencrypt traffic, then nodes will be displayed only if you have
selected Physical Map.

6. Changethe Traffic Type setting, using the drop-down list, from the default All to Unicast or
Multicast. Notice how the Peer Map changes to display only the nodes sending or
receiving these types of traffic.

7. Restore the Traffic Type setting to All.

Go to the Protocols section and desel ect some of the protocols shown there. Notice that
the lines indicating traffic between nodes disappear as their protocol is disabled in the
Protocols settings.

Feature#5:  ALARMS
Monitoring for multiple possible problems simultaneously

Alarms query a specified Monitor statistics function approximately once per second,
testing for user-defined alarm and alarm resol ution conditions. On matching any of these
tests, the alarm function sends a notification of a user-specified severity.
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You can create an alarm for any individual statisticsitem in the Node, Protocol, or
Summary Statistics windows. To create anew alarm, highlight the statistics item and
click the Make Alarm button, or right click and choose Make Alarm... from the context
menu. In the Make Alarm dialog, you can set the parameters defining two levels of alarm
(Suspect Condition and Problem Condition) and define the Resolve Condition that signals
areturn to normal.

Toreview the instaled Alarms:

A 0D

Choose Alarms from the View menu to open the Alarms window.
Notice that any enabled alarm has a checkmark in the Enabled column.
Notice that any alarm which has been tripped is shown in red.

To edit any alarm, highlight it and click the Edit button at the top of the Alarms window
to open the Edit Alarm dialog for that alarm.

Triggered conditions
Enable All shown in red

Disable All

Export

Disabled alarms

Delet
eete grayed out

Duplicate

@ A larrs
Notifications sent

Enabled gfn Condition

Susgpect Condition

i = 1)z for 5 seconds = 16 for 10 seconds Retry
0O :
= 5000 for 5 seconds = 7500 for 3 seconds Average Ltilization (Khitsfs)

o =10fz for 1 seconds =10fz for 5 seconds CRC Errors
=1 for 1 seconds for 1 seconds D clre:s:

| [ =305 for 5 5 for 10 ds

= 304z for 5 seconds = 50fz for 3 seconds Excessive 80211 management tra...
=1 for 1 seconds =5 for 1 seconds FTP Failed Transfers
=1 for 1 seconds =3 for 1 seconds Gin Attacks
=1 for 1 seconds =10 for 1 seconds ICWP Adlcr Mazk Reg
=5 for 1 seconds =10 for 1 seconds ICMP Dest Unreach
(] i A i A b A e AR D bl b

Predefined alarms

AiroPeek NX includes two sets of ready-made alarms for your convenience, located in
the 1033\Alarms directory where you installed AiroPeek NX. The set of alarms|oaded on
installation is stored in afile called Default Alarms.alm. A second, larger set of alarmsis
included in afile called Additional Alarms.am. The default set of alarms coversthe most
frequently encountered network problem conditions. The additional alarms generally
include normal network conditions which you may want to monitor for particular
purposes. You can load these or any other saved set of alarms using the Import button in
the Alarms window.

FILTERS
Pinpointing traffic of interest

Filters let you focus on specific traffic. If you want to check a problem between two
particular devices, perhaps a computer and a printer, address filters can capture just the
traffic between these two devices. If you are having a problem with a particular function
on your network, a protocol filter can help you homein on traffic related to that particular
function.
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Note:

Filters do not apply to Monitor statistics, but can be used to restrict the flow of packets
into a Capture window or to select packets already captured to a buffer or saved in afile.
Because statistics in Capture windows are cal culated on only those packets which arein
the capture buffer for that window, the combination of filters and Capture window
statistical views allows you to create precise pictures of particular conditions.

Delete

Duplicate

Edit

Insert

50211 Management
802.11 More Data
50211 Maore Fragments
802.11 ko Beacons
802.11 Craer

80211 Retry

0211 To DS

80211 WEP Packets
AppleTalk

AppleTalk Broadoast

B @ X |3 @
Filter Comment b
50211 Beacons Beacon packets
50211 Control Cortrol packets
80211 Data Data packets
802.11 From DS Packets from DS

Management packets
hore data bit on

More fragments bit on
Exclude beacon pack...
Crder bit on

Retry bit on

Packetz to DS
Encrypted packets
AppleTalk packets
Packets to the AppleT ...

Broadcast Physical layer broadc...

Error packets
FTF FTP data or control p... (%

Example: Make Filter - an easy way to create a filter

A simple way to create a new filter is to use the Make Filter button or the Make Filter
command in the (right click) context menu. Select a packet, an item in astatistics view, or
even alinein adecoded packet and use this command to create a new filter matching
most of the parameters of the packet, node, protocol, conversation, or packet dataitem
selected.

The Make Filter command makes the most precise filter that will capture packets
matching the characteristics you highlighted. For example, if you highlight the top level
of the IP protocal in the Protocols view, the new filter will capture al IP traffic. If you
highlight a particular packet in the Packets view, the Make Filter command will produce
afilter matching the address, protocol, and port (if any) of the packet.

To use the Make Filter command:

1.

3.

Select a packet or statistics item in any window. You can also choose any lineitemin a
decoded packet (displayed in the Decode pane of a Capture window or Packet File
window, or in the Decode view of the Packet Decode window).

Click the Make Filter button in the header section of the view or window, or right click
and choose Make Filter from the context menu). The Edit Filter dialog opens with all the
parameters set to match the type of traffic represented by the item that was selected when
you clicked on Make Filter.

Change the name of the filter, make any additional modifications you wish, and click OK.




Feature #7:

SECURITY AUDIT TEMPLATE
Early warning for wireless networks

The AiroPeek NX Security Audit feature scans network traffic in the background,
looking for protocols and station identifiers which could indicate a security breach. When
it finds any of these, it capturesthe packet(s) that meet its criteriaand sends a notification.
It does this with a special set of filters and a capture template designed to use them.

In this section, we'll show you how to set up the Security Audit for the first time, and
show you how easy it isto customize its features. The Security Audit Templateis a great
starting place for your own security scans.

The Security Audit requires aspecia set of filters. The first thing you must do is add
thesefilters to the Filters window, so they will be available for the Security Audit
Template.

On the Start Page, click on the link to the Security Audit Template.

Thiswill open the the Security Audit Readme. Click on the link to the Security Audit
Filters at the top of the Readme.

The Security Audit Filters.flt file will be automatically imported into the filtersin
AiroPeek NX.

The Security Audit Template is a capture template. A capture template defines the set-up
for anew Capture window, including its name, buffer size and usage, triggers, and filters.
With capture templates, you can start a capture session with complex parametersin a
matter of clicks.

=t Security Audit

Packets received: 0 || Memory usage: 0% Start Tri
Packets filtered: 0 Filter state:| ¢ |Accept only packets matc... _ar ~ngger

(e[ & o a0 X |3 @ T

Filter Comment b
80211 Ad-Hoc Station A station is sending Beacon frames that indicate that # is in sd-hoc mode (IBSS bit ...
[] 80211 Beacons Beacon packets
802.11 Contertion Free  : Contention Free mode iz in use on the netwark
[] 0211 Cortral Control packets
[ &02.11 Data Data packets
I 802.11 Default ESSID F' fault ESSID
|:| 80211 DHCP An unfamiliar host is requesting s DHCP address assignment
[ 80211 From DS Packets from DS
80211 HSRP Cizco HSRP routing opersting across the WLAN
21 20m 44 mon einon . s o )
\ Packets ;’\ MNodes ;’\ Fratocols ;’\ Summary ;’\ Graphs ;’\ Channels ;’\ Signal ;’\ Log ;’\ Expert ;’\ Peer Map ;’\ Filters l.-'r_
Idle @ File Adapter: C:\Demo.apc Packets: 0 Duration: 0:00:00

To create a Capture window using the Security Audit Template:

1.

Return to the Security Audit Readme and click on the link to the Security Audit
Template.

Thiswill automatically open afully configured new Capture window called Security
Audit.

It may be helpful to display the Filter column in the packet list, as this column shows the
name of the filter which caused the template to trigger. Right-click in any column header
in the Packets view to show the list of available columns. A check mark appears beside
enabled columns. Click on Filter to add the Filter column to the Packets view.

11
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4,

Tip

Click the Start Trigger button in the new Security Audit Capture window to tell it to begin
listening for any of the configured trigger events. Alternatively, you can choose Start
Trigger from the Capture menu or type Ctrl + Y to start the trigger event watch.

Once you have used atemplate, its name is added to aquick pick list immediately under
the New From Template item in the File menu.

When AiroPeek NX encounters the first packet matching any of the enabled trigger event
parameters, the trigger will be tripped. In this particular case, the start trigger is set to
send a“ Severe” notification when it is tripped. The Capture window is set to begin
capturing any packets matching the separately enabled capture filters.

You can examine and change any of the settings for the Security Audit Capture window,
itstrigger and/or filters. If you alter the template, then choose Save Capture Template...
from the File menu and give the template a new name, you will have created your own
custom security scanning template.

MONITOR STATISTICS
Real-time statistics monitor traffic patterns

Monitor statistics provide insight into the overall flow of network traffic. They are like
the view from atraffic helicopter and can indicate bottlenecks and anomalies. Use these
windows to identify trends and current conditions that may signal unexpected network
problems.

Network Statistics
Duration: 15654 &
Packets received: 473,076
Bytes received: 111,549,371
Multicast: 1]
Broadcast: 64,029
Error Type Packets

Gauge A Yalue

Latal:

il v

\ Gauge l:?','\u"alue l.-'r

The Monitor statistics functions keep only the aggregate information needed to provide
an updated tally of all the tracked parameters. Data collection for Monitor statistics is
independent of any Capture windows, and cannot be altered by filters, triggers, or any

other function.

Sent, Received,

Display Top
Refresh

View Type
Summary Counts

¥+ Node Statistics

Node Details
Make Filter
Insert Into Name Table
Resolve Names
Graph
Make Alarm

Both

Hodes:

Mode

=l 00:A0:C5:EZ:6D:AS

IP-152.216.124.4

00:AD:F5:E8B:20: 1F

IP-152.1658.0.11

Eroadcast

6| |Hierarchical »| 2 - 2+ 2+ D B h G @ E
Percentage Bytes Packets
........................... * 661059’36? 104’?92
= 33,087,771 97,087
........................... * 661059’36? 104’?92
= 33,087,771 97,087
-+ 4,623,225 61,643
- 1,858,518 103,251
........................... * 33105?’?’?1 97108?
= 67,751,457 195,797
........................... * 33105?’?’?1 97108?
= 66,089,367 104,792
e d a 1]
- 4,623,225 61,643




AiroPeek NX collects data on awide variety of parameters, presented in statistics
windows. You can open any or all of these Monitor statistics windows from the Monitor
menu.

Example: SSID Tree view

AiroPeek NX can display all the wireless nodes seen on the selected adapter as an SSID
(Service Set Identifier) tree in the 802.11 view of Node Statistics.

1. Select Nodes from the Monitor menu.

2. Choose 802.11 from theView Type drop-down list

¥+ Node Statistics

Nodes:| 13|80z 11 v E- B2 D BRERE
Mode ESSID Type Channel  Encryption Trust o
= E33ID Unknowm | ESSID unknown @ ESSID i i
= B3SSID Unknown | ESSID unknown AF :
Agere:55:1C:24 ! | 5TA : 1z | Trusted

Agere: 5C:AZ: 5D . 5T : Bt | Trusted

Athe 0 | | Unknowm
Cisco:CD:84: 20 ! | 5TA E it | Trusted
Cisco:Fl:13:91 ! | 5TA : 14 . Unknown
Ethernet Broadcast 3 ;. Fnown
McastDol RFC 1112:00:00:16 : : g . Enown
McastDol RFC 1112:02:03:04 : : g [t
McastDol RFC 1112:7F:FF:FD : : g [t
= WP Wireless 1 (WP Wireless 1 ES5ID :

B Aironet:58:82:14 WP Wireless 1 : AP : 3 WEP | Trusted
Agere: 59:42:91 ! | 5TA : 14 | Trusted
Agere:6D:94: 53 ! | 5TA : 3 WEP | Trusted
Apple:20: 54:23 ! | 5TA : 3 WEP | Trusted

= zig-ryokod . zig-ryokod ES3ID

= 02:37:3B:17:35:6D . zig-ryoka9 : : : | Trusted

" Avmle:10:6E: 64 : | ADHOC : 9} | Trusted - b

3. Toadd to or change the mix of columns, click in the column headings to see a context
menu with available column headings. To change column order, use drag and drop.

The SSID treein the 802.11 view makesit easy to track activity on your 802.11 WLAN ina
natural way, following the logical topology of your wireless network as it changes from
moment to moment. By showing individual nodes under the BSSID of the group in which they
most recently sent a packet, you see the topology the way the network sees it. When an access
point is trying to serve too many stations, you seeit at once. When anew ad hoc group is
formed, you can see its members and identify the node acting as the base station for this
temporary group.

In AiroPeek NX, the 802.11 view also tracks the Trust value assigned to each node in the
Name Table, by displaying this value in the Trust column. The default value for Trust is
the lowest value: Unknown. Thisis assigned to any device added automatically to the
Name Table, and is assumed for any address not found there. You can manually assign
any of three Trust values to any node: Unknown, Known or Trusted. For example, you can
assign avalue of Trusted to the devices on your own network. The intermediate value of
Known lets you identify familiar sources that are beyond your own control, such as an
access point in a neighboring office.

With AiroPeek NX on your laptop, you can walk through your office and use the 802.11
view to create a complete snapshot of your wireless environment in a matter of minutes.
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Example: Channel statistics

The Channels and Signal views of Channel Statistics (and the same views of Capture
windows and Packet File windows) focus attention on the physical layers of 802.11
WLAN traffic.

Select Channels from the Monitor menu.

i Channel Statistics E@g|

Packets v g B @

Channel Tatal Diata tgmt Ctrl Local From DS TaDS DS-Ds Retry
1 104 1] 9z 1] 9z 1] 1] 1] 1]
128 1z 9z 1 94 1] 1z 1] 4

3 159 47 ) 29 98 1] 47 1] 15
4 131 17 54 10 94 1] 17 1] g
5 1,709 46 74 454 530 1] 44 1] 15
& 17,329 1,140 381 5,786 6,167 g 1,132 1] 115
7 2,634 49 338 G605 946 1] 49 1] 20
g 627 11 415 27 445 1] 11 1] 1
9 566 &0 401 33 434 1) &0 1) Z1

4] | 26 | : 145 | il 0l

11 575 54 S0 1 LS04 5z 1 1] 1]
1z - - - - - - - - -
13 - - - - - - - - -
14 - - - - - - - - -

<
View Tabs \Ehannels ;{‘Signal l.-'r

To add to or change the mix of columns, click in the column headings to open a context
menu with available column headings. To change column order, use drag and drop.

The Channels view displays avariety of information about the traffic on each channel on
which the current adapter has been listening. You can show packets, bytes, or both (as
appropriate) for anumber of parameters, including: total traffic, data rates, WEP
parameters, packet type (control, management, or data), DS forwarding status, error and
retry status, and more. The Channels view lets you quickly compare the traffic patterns
on multiple channels simultaneously, or focus on one channel in detail, quickly and
easily.

Click on the Signal tab.

i+ Channel Statistics

i Current Signal Strength

The Signal view showsthe most recent signal, noise, or signal to noise comparison for all
channels being scanned by the current adapter. You can choose which of these measures
to show, and set the display unitsto RSSI (Receive Signal Strength Indicator) normalized
to a percentage, or (if the selected adapter supportsit) to decibel milliwatts (dBm). The

Signal view shows the readings from the most recent packet captured on each channel. If




the current adapter is set to monitor only asingle channel, the other channels will show
no change. If the current adapter is set to scan across multiple channels, the Signal view
will show the relevant reading from the most recent packet on each channel in the scan.
For easy reading, the Signal view is color coded to show when signals fall above, below,
or between a user-defined High and Low Threshold value. You can see at a glance when
signals are falling out of range, on asingle channel or on several at once.

Example: Focus on an individual device

Select Nodes from the Monitor menu.

Choose Hierarchical from the View Type drop-down list. Double-click on one of the Node
addresses to get to a Detail Statistics window.

5| Detail Statistics E@g|

Details for IP-192.216.124.4

Total packets: 202,884 Largest packet: 1.540 §
Total bytes: 99,603,530 Smallest packet: 20| £ - Yy
Load (kbitsis): 117.509.582 | | Average packet size: 4490
Mode Percentage Bytes Packets | #
E -+ 33,224,581 97,572
IP-192.168.0.11 4~ 66,379,249 105,312
-+ 55,379,249 105,312
1p-132.216.124. 4 - 33,224,581 97,572 v
Frotocal Percentage Bytes Packets -~
= IEEE &02.11 0. 000% 1] 1]
= §02.11 Data 0. 000% 1] 1]
=l SHAP 0. 000% 1] 1]
= IP 0. 000% 1) 0 i

Click the Bytes column heading to sort the list in order of percentage of bytes. Click it
again to reverse the sort order. The window will be redrawn with the largest contributors
to bandwidth use at the top or bottom of the window, depending on the sort order you
choose.

Use the Display Top drop-down list to limit the display to the top 5, 10, 20, 50, or 100
nodes seen, as measured by traffic volume. Alternatively, you can use the drop down list
to choose to display All.

Use the drop-down list to choose to display only packets Received, only packets Sent, or
both.

Double-click on any node to open a new window showing additional details.

A new window opens displaying the complete list of communication partners and
protocols used by the selected node.

Example: Monitoring with Summary Statistics

The Summary Statistics feature allowsyou to monitor key network stetisticsin real time
and save these statistics for later comparison by making a snapshot of current Summary
Statistics. Use this feature to baseline “normal” network activity, save the data, and then
compare these saved statistics with those observed during periods of erratic network
behavior to help pinpoint the cause of the problem.

Of particular interest in 802.11 WLANS are the Wireless and 802.11 Analysis sections of
Summary Statistics. The Wireless section shows counts of ESSIDs, BSSIDs, APs, Ad
Hoc Base Stations, and Clients seen. The 802.11 Analysis section shows a summary of
the main information provided in the Channels view, but reduces Signal and Noise
measures to averages.

15
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Snapshot button

Summary Statistics

Packets vin i@ @@
Statistic Current Snhapshat 2 Snapshat1

=) General
Start Date 4/26/2003 4/26/2003 | 4/26/2003 |
Start Time 13:01:07 13:01:07 12:06:24
Duration 1:11:43 0:00:32 0:15:45
Total Bytes 11,570,390 53,239 2,919,025
Total Packsts 77,414 457 19,980
Total Broadcast 41,628 313 10,872
Tatal Multicast 0 0 0

Errors Il Save Summary Statistics. .

Courts

Size Distribution Copy Surmary Statistics

B Wireless Delete Snapshat 2
ESEIDs Seen o
BESI0E Seen 1 Delete All Snapshats
Ad-hoc Baze Stations Seen o
Clients Seen 2 Expand Al
Trusted BSSIDs Seen 0 Callapse Al
Known BESIDs Seen o
Unknown BSSIDs Seen 1 @ Graph...
Trusted Ad Hoc Base Stations Seen 0 (@ make Alarm. ..
Known &d Hoc Base Stations Seen o o o
Unknowvn Ad Hoc Baze Stations Seen o o
Trusted Clierts Seen o o o
Known Clierts Seen 1 1 1
Unknowen Clierts Seen 1 1 1

= 80211 Analysis
Average Signal Strength 74,636 74,945 74,547
Average Signal dBm 0.000 0.000 0.000
Average Moize 0.000 0.000 0.000
Average Moize dBm 0.000 0.000 0.000
80211 Data 158,165 73 4,625
80211 Management 41,357 31z 10,801
80211 Contral 17,658 71 4,492
Local 59,015 383 15,293
From DS 9,235 38 Z,346
To DS §,930 35 2,279 v

Summary statistics are also extremely valuable in comparing the performance of two
different network segments or two different networks. For example, afield support
engineer could compare the real-time statistics on a client's network with a saved
“healthy” router snapshot and easily diagnose or eliminate the source of inconsistent or
poor router performance.

To view Summary Statistics:

1.
2.

Choose Summary from the Monitor menu.

Click the Snapshot button. Data relating to your real-time network traffic will be
displayed in a column identified with a date and start time.

Choose Save Summary Statistics from the File menu (or the context menu) to save the
information to atext file.

You can also periodically save Summary Statistics from Monitor statistics or from the
Summary view of an open Capture window using the CSV Row Report in the Statistics
Output views of (respectively) the Monitor Options or the Capture Options dialogs.
Each time this report is saved, it adds a single row to the output text file. Each row
contains the whole contents of the Current column as comma separated values (csv).




Feature # 9:

VIEWING DECODED PACKETS
Getting to the source of problems at the detailed level

Sometimes network problems are revealed more quickly by looking at the detailed
information contained in a packet. Protocol decoders and the Packet Decode window
allow you to open packets and look inside, pinpoint sources of problems, track down
faulty hardware, and learn about and examine protocol structure and compliance.

Window navigation
Decoder options#

Information added
by AiroPeek NX

Example: Viewing packet contents

communications using packet decoders.

To view the detailed contents of a packet:

separate Packet Decode window.

B Demo.apc - Packet #35 g@gl W
Sowber memir A indow
CERIE TR IR h
eader
Packet: i e R S
=Y Packet Info
& Flags: 000
@ status: 000
@ Packet Length: 1266
@ Timestamp: 16:18:45. 410756000 D6/08/2001
@ Datsz Rate: 2z 11.0 Mbp
@ Channsl: 11 2462 MA:
@ Sigal Level: 74%
@ Moize Level: [:13
=Y 802.11 MAC Header
@ Version: L]
@ Type: %10 Data
@ Subtype: 40000 Data Only
@ To DS: L]
@ From DS 1
@ More Frag. L]
@ Betey: o Decode
@ Power Mgmt L] .
@ More Data: L] view
& VEP: L]
@ Order: L]
@ Duration: 218 Microseconds
) Destination:
ource:
@ Seq
@ Frag. Number L]
=Y 802.2 Logical Link Control (LLC) Header
@ Dest. SAP: OxAh  SNAD
@ Source SAP: OxAh  SNAD
@ Command: 0203 Umnmbered Information
<
0000: 08 02 DA 00 OO0 A0 F8 SE B9 AA 00 A0 F8 BB Z0 1F T:T BorRowl
001l&: 00 A0 CS EZ &0 A% AD 13 AR AA 03 00 00 00 08 00 . &dm™ 33
0032: 45 00 04 CE EB CE 40 00 E8 06 44 CD €O D8 7C 04 E..fekg.2.wihs). Raw Data
0048: CO A2 00 OB 00 50 04 44 OB €67 6B 62 33 42 35 C& A° .. P.J bkb3BEE .
00ed: 50 10 ZZ 38 EC E4 00 00 3C 21 2D 2D DA €6 7& 6E P."8la. _<!--_ fun VIeW
0080: 63 74 &3 EF &E Z0 4D 4D &F 73 77 £1 70 49 6D £7 ction MM_swapImg
009&: &2 68 73 74 6F 7Z 65 Z8 79 20 7B 20 ZF ZF 76 33 Restorel) { //v3
Offsets Hexadecimal ASCII

A Packet Decode window lays out the detailed structure and contents of a single packet.
AiroPeek NX can decode thousands of types of protocols, and can display the individual
elements of 802.11 WL AN packets. This example demonstrates how you can easily view
the contents of individual packetsto find and fix problems, aswell aslearn about network

1. Open the Decode and/or Hex panes of the Capture window or Packet File window.
Alternatively, you can double-click on a packet in the Packets view to openitina

Notice the itemsin green at the top of the Decode view. This section includes

information on the flags, size, status, packet length, timestamp, data rate, channel, signal
level and noise level of the packet. If packet slicing was in effect when this packet was

captured, the slice length will aso be shown here.

Notice the body of the Decode view. The information islaid out in the same order asit

appears in the packet itself. Each protocol is nested or framed within the higher level

protocols. Each line shows the ASCI | representation of the packet data for a particular
field within the packet and the interpretation of that data, based on the protocol. A quick
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glance at this section often reveal s the source of trouble, particularly with incompatible
implementations of a given protocol by stacks from different vendors.

Notice the Raw Data view at the bottom of the packet decode window. This view shows
the raw hex contents of the packet on the left, with the offset of the first character in each
line shown at the far left. In aignment with this, line for line, the ASCII version of the
raw packet datais shown on the right.

When you highlight an item in one part of the window, the same bytes of the packet are
highlighted in al the other views or panes as well. The highlight matchesin the Decode
and the Raw Data hex and ASCII views.

Click the Decode Previous or Decode Next buttons at the top of the window to step
through the packets shown in the Packet List of the active Capture window or Packet File
window.

PERIODICALLY SAVING STATISTICS
Building a history of your network's performance
AiroPeek NX can periodically save statistics from open Capture windows or open

Monitor statistics windows as XML or HTML files, viewable with aweb browser, or as
either of two types of text files: comma separated values (*.csv) or tab-delimited (* .txt).

To periodically output current statistics:

1.

Open the Statistics Output view appropriate to the source of the statistics you wish to
periodically output. If you wish to output Monitor statistics, choose Statistics Output...
from the Monitor menu to open the Statistics Output view of the Monitor Options
dialog. If you wish to output statistics from a Capture window, open the Capture
Options diaog for that window and click the Statistics Output tab to open the Statistics
Output view. The two views areidentical, and only the source of statisticsis different.

Check the checkbox in the upper left to enable saving statistics

Set the frequency with which you want to update the statistics files, setting the interval in
seconds.

Monitor Options E]@

Adapter | 802,11 | Statistics Output

Save statistics report every | 3600 : seconds.,

.£| Report bype:

AML Report .
|y Reepart Folder:

CiDocuments and SettingstAdministratoriMy Documents!,

|:| Reset statistics after oukput

[Irew numbered Folder For sach output

Report description

The %ML report contains Mode, Prokocol, and Summary
skatistics, It is functionally equivalent to the HTML report,
but is Faster for AiroPeek N to process, Mote that XML
reports require Internet Explorer 5.0 or higher to Function
properly, To view the report, open the file "Report.htm",

Log oukput

OF ][ Cancel ][ Help




Choose the type of statistics to be output and the file format to be used from the Report
type drop-down list. A description of the selected report type is shown in the lower part of
the Statistics Output view.

Choose the location to which these periodic reports should be saved, using the Report
folder drop-down list.

Optionally, you can check Reset statistics after output to return statistics counts to zero
after each report iswritten. This alows you to create a series of snapshots of network
conditions.

You can create a New numbered folder for each output by checking the checkbox beside
thisitem. When you choose this option, each time statistics are output, the resulting files
are placed in anew folder within the directory you specified. The folders are numbered
sequentially, beginning with 001. If statistics are output more than 999 times, folder
numberswill continue to increment with number 1000, 1001, 1002, and so forth. This
option alows you to use any of the standard report types to create a complete data set.
When this option is not enabled (unchecked), al reports other than the CSV Row Report
will overwrite older entries each time statistics are output.

You can also have a notice sent to the log file each time these statistics reports are
updated, by checking the Log output checkbox.

Click OK to enable your choices.

You can also create a single instance of any of these same report types at any time for
statistics in a Capture window or Packet File window, by using the Save Report item
under the File menu.

There's more!

There are many more featuresto explore with AiroPeek NX, but not enough space hereto
document them all. We suggest you look at these additional features:

Name Table and name resolver options

The Name Table lets you assign your own symbolic names to addresses, ports and
protocols. It is easy to create and update Name Table entriesin AiroPeek NX. You can
also save and restore (export and import) the contents of the Name Table. Thisallows you
to keep separate Name Tables for different network segments or office locations.

Providing namesin place of logical or physical addresses makes the task of identifying
packets of interest much simpler.

AiroPeek NX can scan al traffic, searching for logical and symbolic namesin the
contents of passing packets. You can control how and whether AiroPeek NX adds these
passively discovered names to the Name Table, and tell it how to automatically age these
entries, deleting those that remain unused after a certain time.

Analysis Modules

Analysis Modules are external modules that provide expert analysis features to the
program. An Analysis Module tests network traffic and provides detailed summaries and
counts of key parameters of one specific type of traffic, posting its resultsin the
Summary Statistics window and/or in the Summary column of the Packets view of
Capture windows and Packet File windows.
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The Analysis Modules shipped with AiroPeek NX cover awide range of the most
common protocols and network applications. You can enable and disable Analysis
Modulesindividually. In addition, many Analysis Modules have user-configurable
options, which can be used to further refine the data you collect about your network.

Triggers

Automate the start and stop of capture using triggers. Any filter can be specified as a
trigger criterion. You can also set atrigger to start or stop packet capture based on time
and date settings, so you can focus captures with pinpoint accuracy. Look for trigger
options in the Triggers view of the Capture Options dialog.

ProtoSpecs™ and protocol definitions

WildPackets ProtoSpecs technology offers avery fine level of protocol layer detail by
identifying the top-level “parent” protocol and breaking-out each subprotocol layerin a
hierarchical view. Look for ProtoSpecs in AiroPeek NX's Capture windows, Filters and
Protocol Statistics windows. Display protocol information based on atotal of the
subprotocols under the parent protocol, or by each subprotocol broken-out by individual
layers.

AiroPeek NX provides a definition of what a protocol abbreviation stands for and a
concise description of how a protocol is used. This on-line help mechanism will assist
you in determining the purpose of previously unseen packets on the network as well as
help to increase your knowledge of LAN/WAN protocols. To view the definition for any
particular protocol or subprotocol from any packet list view or Protocol Statistics
window, click on your selection and then choose the Protocol Info command from the
context menu.

Selecting, hiding and unhiding packets

The statistical, Expert, and Peer Map views of Capture windows and Packet File
windows are recalculated and redrawn each time there is a change in the visible packets
in the Packets view. By selecting, hiding and unhiding packets, a user can perform
sophisticated analysis on captured traffic quickly and easily.

The Select... command from the Edit menu brings up the Select dialog that allows you
to apply existing filters to captured packets, to select based on string content or packet
length, or to select based on Analysis Modules. You can select either all packets matching
your criteriaor all those not matching.

Demonstration version of AiroPeek NX

The demonstration version of AiroPeek NX differs from the full-featured version in the

following ways:

o Each Capture window is limited to 30 seconds of capture and no more than 250
packets.

e Only 5 Capture windows can be opened per launch.

o Only thefirst 250 packets of a saved file will be loaded into Packet File windows.
o Monitor statistics are captured for only 5 minutes.

o Printing and Saving are disabled.

o Does not open packet files created by other products.




e Sendislimited to 100 packets.

System Requirements

The recommended configuration for systems running AiroPeek NX is:

e 600 MHz processor, 256 MB RAM

e Windows XP (Service Pack 1 or later) or Windows 2000 (Service Pack 3 or later)
o  Supported wireless network adapter

o Microsoft Internet Explorer 5.5 or later required

Please see the Readme file for additional information about any special requirements for
particular operating systems. Please see the installation instructions shipped with your
software for additional information regarding network drivers, program file locations and
uninstall instructions.

Additional product information

Please check our web site at www.wildpackets.com for product demos, literature,
technical references, FAQs, system requirements and more.

AiroPeek NX ™ - Expert 802.11 Wireless LAN network analyzer
AiroPeek ™ - 802.11 Wireless LAN protocol analyzer

Ether Peek NX ™ - Expert 10/100/1000 Ethernet network analyzer
Ether Peek ™ - 10/100/1000 Ethernet protocol analyzer

Ether Peek ™ for Macintosh - Ethernet packet analyzer

iNetTools" - Menu-driven testing tools for Internet and | P-based networks
NetDoppler " - Performance and application analysis tool
NetSense™ - Post-capture expert network analyzer
PacketGrabber " - Remote packet capture application
PacketScrubber ™ - Selective trace file data removal tool
ProConvert ' - Packet trace conversion tool

RFGrabber ™ - Distributed WLAN analysis probe for AiroPeek NX
RMONGrabber ™ - RMON capture module for EtherPeek NX
WebStats™ - Real-time website analysis module for EtherPeek NX

AiroPeek NX Product Maintenance

AiroPeek NX is available with two levels of maintenance. Standard Maintenanceis
available for twelve or twenty-four months and can be purchased with your product on
our Web site. Premium Maintenance is available for twelve months and can be purchased
by contacting sales@WildPackets.com.
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WildPackets Academy

WildPackets Academy offers a structured educational curriculum centered on practical
applications of protocol analysistechniques. Introductory coursesin the basic concepts of
protocol analysis provide the foundation for afull range of advanced offeringsin
specialized topics. See www.wildpackets.com/services for afull course catalog, current
public course scheduling, web-delivered courses, and on-site course delivery information.
Network Analysis Courses

WP-100 Foundations of Network Protocol Analysis

WP-101 Network Troubleshooting Methods

WP-102 Emerging Ethernet Technologies: Vol P, Full Duplex, Gigabit, and Switching
WP-103 TCP/IP Protocol Anaysis Methods

WP-104 Advanced TCP/IP Protocol Analysis

WP-105 AppleTak, AppleShare IP, and Mac OS/X Network Analysis

WP-106 Wireless LAN Administration

About WildPackets, Inc.

Since 1990, WildPackets has built affordable and easy to use network analysis tools. Our
customers rely on WildPackets tools to help them design, maintain, troubleshoot, and
optimize their networks. For information about our company, its products and partners,
please see our website at www.wildpackets.com. See the WildPackets Academy site,
www.wil dpackets.com/services, for information on courses and Professional Services
offerings. WildPackets Network Analysis Expert (NAX) Certification Program details
can be found at www.nax2000.com.
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